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Cyber Security Advisory: Increased threat activity related to COVID-19

This data is to be considered as TLP:AMBER

It has been reported that attackers taking advantage of the COVID-19 pandemic to compromise victims. The attacks have been
in three broad categories leveraging COVID-19.

(a) Malware and phishing campaigns using COVID-19-themes
In terms of malware and phishing campaigns, threat actors have several factors that act in their favor. First, people are very
concerned about COVID-19 and may be more susceptible to malware and phishing campaigns that use related topics as lures.
Second, with many workers transitioning to work-from-home, there is an increased reliance on digital communications, which opens
up the threat surface. Therefore, it should be no surprise that we are seeing in an increase in phishing attempts with actors using
COVID-19 themed lures. These campaigns vary in sophistication depending on the threat actor, from basic malspam campaigns to
highly targeted APT activity.

(b) Attacks against organizations that carry out research and work related to COVID-19
Recent open-source reports says that healthcare and related organizations being targeted by many threat actors, including the
World Health Organization (WHO) and a COVID-19 vaccine test center in the Czech Republic are being targeted with Ryuk
ransomware.

(c) Fraud and disinformation
Our trusted partner also identified fraud and disinformation operations targeting geopolitical rivals. For instance, an Eastern
European nation state waging disinformation cyber operations against a neighboring country to slow its fight against the virus. As
part of this campaign, the adversaries spoofed messages to appear as though they are sent from the target’s Ministry of Health.

Analyst’s Notes:
As it seems unlikely that the ongoing global pandemic will be resolved in the next few months, The COVID-19-related threat activity
will continue to proliferate. It is urges increased vigilance and caution during this time.
 
IOC:
STIX2 format: IOCs_Adv2020Mar023.json attached.
TEXT format: IOCs_Adv2020Mar023.txt attached.

Recommendation:

1. Individual should continue to be wary of unsolicited emails they receive that contain attachments or embedded links relating to
the pandemic.

2. Focusing on adapting to a new borderless environment. This includes improving IT, visibility, and response controls etc.
3. Do not expose Remote Desktop Protocol (RDP) to the internet. Use secure VPN connections with multi-factor authentication

schemes.
4. Protect critical and public-facing applications with multi-factor authentication and supporting corporate policies.
5. Protecting endpoints is via DNS,  by blocking the resolution of malicious domains before the host has a chance to make a

connection.
6. Organizations must ensure their remote workforce is enabled to share data securely and within policy.
7. Educate users regarding spam, phishing, SMS fraud, social engineering, and internal security engagement processes.
8. Identify operational functions that currently require physical presence (forensics & data acquisition, endpoint re-imaging, etc.)

and implement remote-capable workarounds.

Reference: CISCO Talos Intelligence  

Disclaimer:

The information provided by NCIIPC above is on "as is" basis only. System owners are advised to independently evaluate the
contents for its applicability in their specific environment, and take appropriate action as per their own assessment of the
implications of the alert/ advisory on their systems. NCIIPC will not be liable for any issues or problems that may arise
from application or non-application of the alert/ advisory. System owners are wholly responsible for cyber security updates to
their information technology systems.

This document is distributed as TLP:AMBER. Recipients may only share TLP:AMBER information with members of their own
organization, and with clients or customers who need to know the information to protect themselves or prevent further harm.
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